
Abstract— Recently, as the threat of Distributed Denial-of-
Service attacks exploiting IoT devices has spread, source-side 
Denial-of-Service attack detection methods are being studied in 
order to quickly detect attacks and find their locations. 
Moreover, to mitigate the limitation of local view of source-side 
detection, a collaborative attack detection technique is required 
to share detection results on each source-side network. In this 
paper, a new collaborative source-side DDoS attack detection 
method is proposed for detecting DDoS attacks on multiple 
networks more correctly, by considering the detecting 
performance on different time zone. The results of individual 
attack detection on each network are weighted based on 
detection rate and false positive rate corresponding to the time 
zone of each network. By gathering the weighted detection 
results, the proposed method determines whether a DDoS attack 
happens. Through extensive evaluation with real network traffic 
data, it is confirmed that the proposed method reduces false 
positive rate by 35% while maintaining high detection rate. 
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Figure 1. Architecture of Collaborative source-side DDoS 
Detection 
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Figure 4. Detection Rate Comparison between Different 
individual Source-Side DoS Detection Methods 

Figure 5. False Positive Rate Comparison between 
Different individual Source-Side DoS Detection Methods

Figure 2. Detection Rate for L-STBAT based Collaborative 
DDoS Attack Detection 

Figure 3. False Positive Rate for L-STBAT based 
Collaborative DDoS Attack Detection 
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